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NPSTC Mission Statement

NPSTC is a federation of organizations whose mission 
is to improve public safety communications 

and interoperability through collaborative leadership. 
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NPSTC Governing Board
(Voting Member Organizations)
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NPSTC Organizational Chart
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Presentation Overview

• Why do we use encryption?
• Types of encryption.
• Encryption and Interoperability
• FCC Report and Order #1
• FCC Report and Order #2
• Summary of FCC Impact.
• Options for interoperable encryption.
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Why do we use encryption?

• Easier monitoring of public safety:
– Scanners, digital and trunked
– Web based scanner services
– Smart Phone app based services
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How easy is it to listen in?
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Why do we use encryption?

• Criminals using monitoring technology.
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Why do we use encryption?

• Law Enforcement agencies need secure 
communications.
– Initially with SRT/SWAT.
– Daily Use is becoming more common.

• Fire and EMS agencies are becoming interested in 
encryption for privacy.
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Why do we use encryption?
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Encryption Explained

• Voice and data messages are converted from their 
normal “clear” format into an encrypted message 
containing cipher text using algorithms (also called a 
“key”). 
– Key strength is based on the number of “bits” involved in the 

algorithm.
– Encryption solutions range from 40-256 bits.
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Encryption Explained

• The encrypted message is transmitted to it’s 
destination.

• An authorized receiver of the message has a “key” 
that reconstructs the voice or data message back into 
normal message format.

• An unauthorized user may receive the message, but 
will not be able to use it.
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Encryption Explained
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Encryption Explained
• Both the message “sender” and “receiver” must use 

the same:
– Encryption Algorithm
– Encryption Key

• Subscriber equipment must be configured using the 
same parameters:
– Key ID (KID)
– Traffic Encryption Key (TEK)
– Storage Location Number (SLN)
– Algorithm ID (ALGID)



NPSTC is a federation of organizations whose mission is to improve public safety communications and interoperability through 
collaborative leadership. 17

Types of Encryption

• Analog Voice Inversion Scrambling
– Vintage technology
– “Donald Duck” sounding transmissions
– Not considered “encryption”
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Types of Encryption

• Digital Encryption
– In the U.S. there are four general “types” of encryption 

algorithms: 
• Type 1 is for U.S. classified material (national security). 
• Type 2 is for general U.S federal interagency security.
• Type 3 is interoperable interagency security between U.S. 

federal, state and local agencies. 
• Type 4 is for proprietary solutions. 
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Types of Encryption

• Digital Encryption
– Vendor Proprietary

• Motorola (ADP)
• Harris (ARC4)

– Standards based
• NIST issues Federal Information Processing Standard (FIPS) 

requirements.
• Data Encryption Standard (DES) 64 bit.
• Advanced Encryption Standard 256 (AES256).



NPSTC is a federation of organizations whose mission is to improve public safety communications and interoperability through 
collaborative leadership. 20

Encryption and Grant Funds

• Changes to Encryption Requirements.
– P25 Compliance Assessment Program (CAP) Advisory Panel 

(P25 CAP AP) reviewed current industry practices and the 
impact on interoperability.

– DHS OIC issued a revised requirement on March 26, 2017.
• AES256 encryption must be included in any radio shipped with 

an encryption solution.
• Affects radio purchases made with federal grant dollars.
• Impacts vendor equipment listings on the P25 Compliance 

Assessment Bulletins.
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Encryption and Interoperability

• There are documented problems with the use of 
encryption by public safety agencies.  

• Problems within a single public safety agency:
– Training (field user and PSAP)
– Key Management
– Key Updates

• OTR
• Manual
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Encryption and Interoperability

• There are documented problems when encryption is 
attempted during multi-agency incidents. 
– Agency encryption compatibility.

• Same or different encryption type.
• Use of common/shared key.

– Management of Common/Shared Encryption Keys.
• Key Refresh.
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Encryption and Interoperability

• Awareness
– When Encryption is not Encryption 

• Switching channels/talkgroups
• Console Patching
• Gateway Patching

• Using encryption solutions take agency commitment 
and effort.
– There are many success stories involving agencies who have 

implemented encryption.
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NPSTC Survey on Encryption

• NPSTC issued a survey in May of 2016.
– Concern over reported problems with use of encryption.
– Concern over discussions advancing the need to encrypt 

Interoperability channels.
– Survey was designed to determine if public safety agencies 

were using encryption of nationwide designated interoperability 
channels.
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NPSTC Survey on Encryption

1) Does your agency currently use encryption on any of 
the FCC-designated nationwide interoperability 
channels?

2) If yes, how have you ensured interoperability on 
these channels in your area or region?

3) Also, please explain how you plan to implement the 
new FCC rule or what, if any, issues this rule raises 
for you.
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NPSTC Survey

• 42 responses were received. 
• 39 of the respondents were from local and state 

agencies geographically located across 21 states. 
• No agency reported using encryption on nationwide 

I/O channels.
– NPSTC is aware of some agencies who use encryption on 

the direct mode/simplex side in 700 and 800 MHz frequency 
bands.
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FCC Report and Orders - 2016

• On April 25, 2016, the FCC released Report and Order, 
PS Docket No. 13-209.
– Analog Voice Operations

• On August 23, 2016, the FCC issued Report and Order, 
PS Docket No. 15-199, revising Section 90.20(i).
– Railroad Police Eligibility
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FCC Report and Order #1

• On April 25, 2016, the FCC released Report and Order, 
PS Docket No. 13-209.
– Responding to an inquiry by Harris Corporation regarding use of 

Digital Emission Mask “H”.
– This was an issue with the introduction of TETRA radio 

technology into FCC rules.
– The Report and Order discussion was never about encryption.
– The FCC confirmed that analog FM was required for 

interoperability, noting that some TETRA radios did not have 
analog capability.
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FCC Report and Order #1

• On April 25, 2016, the FCC released Report and Order, 
PS Docket No. 13-209.
– FCC modified its rules to require the use of analog FM as the 

common modulation scheme for mobiles and portables operating 
on the designated public safety nationwide interoperability 
channels in the VHF, UHF, and 800 MHz bands.

– The FCC decision is specific to the designated nationwide public 
safety nationwide interoperability Calling and Tactical channels.

– Since the 700 MHz is digital only, it was not addressed in this 
order.



NPSTC is a federation of organizations whose mission is to improve public safety communications and interoperability through 
collaborative leadership. 30

FCC Report and Order #1

• This FCC order does not mention “encryption”.
– However, the mandate for analog operations prevents the use 

of digital encryption.
– Voice inversion scrambling is not digital and is not considered 

encryption; so technically it is allowed.
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FCC Report and Order #2

• On August 23, 2016, the FCC issued Report and Order, 
PS Docket No. 15-199, revising Section 90.20(i).

• This R&O was to authorize railroad police departments 
to access nationwide interoperability channels.

• This order included an appendix of nationwide 
interoperability channels, using the DHS NIFOG Guide.
– An expanded list of channels was included.
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FCC Report and Order #2

• This FCC decision prohibited encryption on the 
nationwide interoperability calling channels in the VHF, 
UHF, 800 MHz, and 700 MHz bands.

• Also includes language about the use of encryption on 
tactical channels with advance coordination.
– This was later determined to be in conflict with the earlier FCC 

order.
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FCC Report and Order Summary

• Encryption may not be used on the nationwide 
interoperability calling channels in the VHF, UHF, 
800 MHz, and 700 MHz bands.
– VCALL10
– UCALL40
– 8CALL90
– 7CALL50, 7CALL70
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FCC Report and Order Summary

• Encryption may not be used on designated 
tactical channels in VHF, UHF and 800.
– VTAC (VTAC11-14) & (VTAC33-38)
– UTAC (UTAC41-43)
– 8TAC  (8TAC91-94)
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Encrypted Interoperability Options

• FCC Order does not apply to certain channels, where 
encryption may be used:
– Mutual Aid Channels:

• VFIRE, VMED, VLAW 

• UHF MED frequencies

– 700 MHz Tactical Channels
• 7LAW, 7FIRE, 7TAC, 7MED, 
• 700 MHz Air to Ground channels
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Encrypted Interoperability Options

• FCC Order does not apply to certain channels, where 
encryption may be used:
– NTIA designated channels

• IR and LE
– State, Regional, and Local Interoperability channels and 

talkgroups
• If allowed by SIEC/Local Authority
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Encryption Best Practices

• The U.S. Department of Homeland Security has 
published several documents to support effective 
implementation of encryption:
– Guidelines for Encryption in Land Mobile Radio Systems 

(February 2016), 
– Considerations for Encryption in Public Safety Radio 

Systems (September 2016)
– Best Practices for Encryption in P25 Public Safety Land 

Mobile radio Systems (September 2016)
– All Reports are located on the DHS website:

• http://www.dhs.gov/technology
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NPSTC Outreach Report on 
Encryption and Interoperability
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How To Get Involved

www.npstc.org
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NPSTC Website and Calendar 
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National Interoperability Exchange 
(NIIX)

• NIIX
– A free centralized, secure warehouse to store and share 

National Repository and community documents. 
– A website with tools to allow easy collaboration, communication, 

and sharing of information within communities.
– Locally controlled.
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Social Media Outreach

• Outreach and Distribution
– Constant Contact
– NPSTC Web Site
– NPSTC Blog
– Linked-In
– Facebook
– Twitter
– Coordinate with industry and member publications
– Broadband Directory
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Reports Available for Review
• Reports located on NPSTC website, www.npstc.org

– Launch SOR Qualitative  
– Mission Critical Voice Over LTE 
– Local Control Definitions
– Priority and Quality of Service
– Push to Talk Requirements for Public Safety
– FirstNet Web Status Page
– EMS Telemedicine Report
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NPSTC Participation Sign Up
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